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Setting your college password & MFA

When you enroll on a new course you will receive an email with your HRC email address and a
password. Upon first log in, you will be prompted to set up MFA using the Microsoft Authenticator app
and will then be able to set a new password.

Your email address will be a unique 6-digit number with @student.hrc.ac.uk e.g.
123456@student.hrc.ac.uk

What is MFA?

Multi-Factor Authentication (MFA) helps protect access to your college account including Microsoft 365
email (Outlook), Teams, and data like OneDrive. It provides additional security by requiring a second
form of authentication to verify if the person accessing your college account is you and not someone
else trying to access your data. You will probably already be using MFA for other services such as
banking or social media apps.

Setting up MFA using Microsoft Authenticator

To start the process of setting up your HRC account after you have enrolled, go to
https://m365.cloud.microsoft/ on your computer and click on the sign in button. If you are on a mobile
phone then please use this link: https://Outlook.office.com/

[ o
e
Welcome to the Microsoft 365 Copilot app

The Microsoft 365 Copilot app (formerly Office) lets you create, share and
collaborate all in one place with your favourite apps now including Copilot.*

Sign up for the free version of Microsoft 365 >

Enter your HRC email address.

BS Microsoft
Sign in

123456@studenthrc.ac.uk

No account? Create one!

Can't access your account?
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mailto:123456@student.hrc.ac.uk
https://m365.cloud.microsoft/
https://outlook.office.com/

Click Next

Enter the password which has been provided in your enroliment email.

=' Microsoft

123456@student hrcac.uk
Enter password

i e harve sy Fes loggng nbo Ofice 155, Plese
ooriact the Technodogy Cenire [Students) or S 1T
Heipcesh (S

Click Sign in

You will see the message displayed below that more information is required. You will need to set MFA up
as part of your login to Microsoft 365, in order to access your HRC account.

BT Microsoft
123456@ studenthrcacuk

More information required

‘Your organisation needs more information to keep
WOUT aCO0uUnt SaCung

Use a different account

Learm more

If you have any issues kogging into Office 365. Please
contact the Technology Centre (Students) or the IT
Helpdesk (Staff)

Click Next

You will now be prompted on screen to set up MFA with the Microsoft Authenticator app.

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

can(e' m

Click Next
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You will now see the following text on screen.

Microsoft Authenticator X

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

e NN

Click Next

Now install the Microsoft Authenticator application on your phone from the app store.
For Apple iOS

For Android

Once installed on your phone:

¢ Open the Authenticator app

- Microsoft Authenticator app icon

e Tap the +icon or select Add Account
¢ Choose Work or School Account

4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

. Personal account

Work or school account

H
=
Other (Google, Facebook, etc.)

e Select Scan QR Code
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https://go.microsoft.com/fwlink/?linkid=2273143
https://go.microsoft.com/fwlink/?linkid=2273142

Add work or school account

Sign in

Scan QR code

Cancel

Use your phone to scan the QR code shown on your computer screen — You may be prompted to
allow camera access; this is essential so click Allow.

Scan QR code

Your account provider will display a QR code

Enter code manually

(the QR code below is an example).
Microsoft Authenticator \

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will conmect the Microsoft Authenticator
app with your account

After you scan the QR code, choose “Next™.

Can't scan image?

Once scanned, click Next on your computer.

You’ll now receive a test notification on your phone — approve it by typing the number displayed on
your computer screen into the field in the Authenticator app.
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Microsoft Authenticator pe

Let's try it out

Approve the notification we're sending to your app by entering the number shown below.

- 98

m Arg you trying to sign in?

Hortlerd Ragionsd Collagn
123456@student hrcacuk
Entar tha numiber shown 10 Sign n

Mo, it's not me

1 = 3

4 5 s,
z 8 | s
0 L]

On your computer screen, the following message will display:

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

=
‘3 Microsoft Authenticator

Click Next

MFA set up is complete, you can now move on to setting a password for your HRC account.
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Using Microsoft 365 to set a new password

Once you have set up MFA you can then set a password for your HRC
account.

Log into your Microsoft account by going to this webpage — https://m365.cloud.microsoft/

Once logged in, click on your name in the bottom left corner of the screen
to open a menu with additional options.

Click on View account, this will open a new tab in your browser with further
options for your account.

Hertford Regional Co... Sign out

Peter Griffin
O 123456@student.hrc.ac.uk

'_j:} Sign in with a different account

Peter Griffin
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https://m365.cloud.microsoft/

In the new tab, click on the Change password option from the menu on the left of the screen.

set My Account -~

Peter Griffin
123456@student.hre.ac.uk

| & Overview
Fr  Security info
O Devices
&> Change password Change password
] Organisations
31 Settings & Privacy

&p My sign-ins

(B My Apps

% My Groups

& Give feedback

Within the Change your password window that will appear on screen, enter a new password and then
confirm it.

Change your password p

User ID
123456@student.hre.acuk

MNew passwaord

Confirm new password

|

Cancel
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Your password will need to contain the following:

¢ A minimum of 10 characters

e A mixture of upper and lower cases letters

e Atleast 1 number

e  We advise you don’t use the same password you are already using
for other accounts.

Once you have entered and confirmed your password, click submit.

You will then receive the following message stating that you have changed
your password, click done.

Success, password changed X

You can now use Your new FIEISS"-‘\I'CIFd when YOL

next sign in.

Your password is now set.

eed help?

If you are having trouble setting your password or MFA you can contact the Enrolment Help team by clicking

on

the button below:

Need technical support?
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https://hrc.ac.uk/enrolment/enrolment-technical-support/
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